
photo: http://www.portsdown-tunnels.org.uk/
https://www.britishpoles.uk/how-the-polish-mathematicians-deciphered-and-
handed-over-the-enigma-code-to-french-and-british-allies/

2025 ACM Wireless Risks Analysis Presentation

Joseph Jesson

CEO RFSigint Group

jejesson4@gmail.com



photo: http://www.portsdown-tunnels.org.uk/
https://www.britishpoles.uk/how-the-polish-mathematicians-deciphered-and-
handed-over-the-enigma-code-to-french-and-british-allies/

Joseph Jesson

CEO RFSigint Group

jejesson4@gmail.com

2025 ACM Wireless Risks Analysis Presentation

- Communications SOC Supply Risks Analysis

- IoT Security and Spectrum Window

- Aircraft Digital Communication Risks

- Drone Detection and Identification



1. Qualcomm MDM9205 license, identical chip set in 

Quectel BG95, Telit 910, and now Thales (Cinterion) 

EXS62

2. COI  =  Made in Germany (Siemens – Leesys – in 

Liptzieg), OR

3. COI = Made in USA , OR COI = Taiwan, China, Vietnam  

4. Production Lead Times of 8 Weeks

5. Interested in also quoting package Contract Mfg

6. Quectel’s BG95 AT commands vs. Thales (Cinterion) 

EXS62 

QUECTEL RISK MITIGATION



QUALCOMM  9205 LTE Modem CS 

Architecture



TELIT ME910G1-WW Development Board

Mounts ME310G1-WW module with LTE Cat M1/NB1 , GNSS receiver.

MKR form factor that features a low-power ARM® Cortex®-M0 32-bit SAMD21 microprocessor.

Bosch Sensortec BMA400 triaxial acceleration sensor, 12-bit resolution and typical µA current.

Full compatibility with the standard's software development environment.



Internet of Things

433MHz ISM Spectrum

Weather Tower and Security Station

http://68.199.250.118:8073,



Internet of Things

433MHz ISM Spectrum

Citroen Automobile Start



December 11, 2024, New Jersey 

12/11/2024
NJ Congressman Jeff Van Drew announced 
December 11th, 2024 that drones over NJ are 
from an Iranian "mothership"  stationed off the 
U.S. East Coast, reportedly launching drones now 
flying over New Jersey. 

Finally, on January 29th, the President announced,  "The drones 
that were flying over New Jersey in large numbers were authorized 
to be flown by the FAA for research and various other reasons … 
this was not the enemy,”



Pentagon’s Response  

"Maj. Gen. Pat Ryder, the Pentagon press secretary, 
said the military was providing "active and passive 
detection capabilities" and "counter-drone capabilities" 
to Picatinny Arsenal and Naval Weapons Station Earle." 
The Pentagon sent counter-drone weapons from the  
corporation, dzyne.com



Pentagon’s Response    



Automatic Dependent Surveillance - Broadcast (ADS-B) is an advanced 

surveillance technology that combines an aircraft's positioning 

source, aircraft avionics, and a ground infrastructure

Identify Dones or Commercial Aircraft 

with OpenWebRx+ Spectrum Monitor 

https://fms.komkon.org/OWRX/
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SIGNALS INTELLIGENCE – RF SIGNATURE 

photo: http://www.portsdown-tunnels.org.uk/
RF and modulation signal patterns
https://www.sigidwiki.com/wiki/Signal_Identification_Guide



TEKTRONICS  SOLUTION

Detecting Drones Using a

Real-Time Spectrum Analyzer

photo: http://www.portsdown-tunnels.org.uk/
https://download.tek.com/document/Detecting%20Drones%20Using%20a%20RTSA%20App-
Note%2037W615760.pdf?

Nearly all drones:

• Are controlled locally within a visual range of about 1000 ft.

• Are controlled remotely within 2-3 miles using First Person

View (FPV)

• Operate in the 2.4 GHz unlicensed band for control (approx.

80 MHz bandwidth)

• Use 5.8 GHz unlicensed band for first person view (FPV)

video feeds (20 MHz or less)

• Employ return to home (RTH) when control signals are lost

or weak

• Utilize drone control signals that normally hop across

multiple frequencies and can be up to 80 MHz wide

• The FCC has designated that drones can only be operated

in the unlicensed bands, including the 2.4 GHz, 5.8 GHz,

900 MHz and 433 MHz bands



TEKTRONICS  SOLUTION

Detecting Drones Using a

Real-Time Spectrum Analyzer

photo: http://www.portsdown-tunnels.org.uk/
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Note%2037W615760.pdf?

Basic Drone Detection

Basic drone detection can be performed with a Tektronix RSA306B

or RSA500 Series Spectrum Analyzer and Tektronix DataVu-PC software.

As drone operators generally use a first-person video (FPV) link to track

of the drone’s location, the first step in looking for a drone’s presence is

to scan the 5.8 GHz band to look for burst signals that are present as the

drone and controller communicate to each other.

As mentioned above, hobbyist and commercial drones transmit video in

the 5.8 GHz unlicensed band. Transmitting video or control signals from the

drone to the pilot results in recognizable bursts of RF energy that occur as

the transmitter and receiver acknowledge receipt of data.
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RTL-SDR AIRCRAFT MONITORING



AIRCRAFT ACARS
AIRCRAFT ACARS IS VHF, HF, AND SATELLITE



ADS-B AIRCRAFT AND HELICOPTER 

TRANSPONDERS TRACKING THE WORLD ECONOMIC HEADQUARTERS’ TRANSPORATION HELICOPTERS @ 

1090 MHz (Automatic Dependent Surveillance Location Tracking System) 

http://qz.com/600590/we-brought-an-antenna-to-davos-to-track-private-air-travel-and-heres-what-we-

found/



UPLOADED AND SHARED ADS-B 

TRANSPONDERS 

https://www.flightradar24.com/40.64,-73.78/8



EMERGENCY COMMUNICATIONS – HURRICANE
MARIA STRUCK DOMINICA @ 175 mph, CAT 5

11/06/2017
AT&T is using an LTE cell 
payload UAV to offer 
connectivity to Puerto 
Ricans who lost wireless 
service after Hurricane 
Maria and live in a 40-mile 
(max) area under the UAV 
CELL ON WINGS.

This photo was taken over 
a month after hurricane 
Maria devastated Puerto 
Rico where 48 percent of 
cell sites remain 
inoperative.   



SIGNALS INTELLIGENCE – RF SIGNATURE 

photo: http://www.portsdown-tunnels.org.uk/

Marine RF and modulation signal patterns
https://www.sigidwiki.com/wiki/Category:Marine



CELLULAR DATA SECURITY - SigintOS

photo: http://www.portsdown-tunnels.org.uk/
https://medium.com/@tomac/sigintos-a-

wireless-pentest-distro-review-a7ea93ee8f8b



CELLULAR DATA SECURITY – SigintOS SDR, 

T-IMSI 

photo: http://www.portsdown-tunnels.org.uk/

IMSI stands for 
International 
Mobile 
Subscriber 
Identity and 
is the identifier 
for the SIM 
card to which 
your mobile 
phone number 
is Linked. 

TIMSI is the 
LTE 4G/5G 
Temporary 
International 
Mobile 
Subscriber 
Identity.

https://i-
hls.com/archive
s/80949

https://medium.com/@tomac/sigintos-a-

wireless-pentest-distro-review-a7ea93ee8f8b



CELLULAR DATA SECURITY, Historic StingRAY

photo: http://www.portsdown-tunnels.org.uk/

Fake Cell Site, the L3Harris StingRAY

https://www.washingtonpost.com/world/national-security/dhs-says-it-has-detected-possible-cellphone-

surveillance-in-dc--and-doesnt-know-whos-doing-it/



CELLULAR DATA SECURITY 

photo: http://www.portsdown-tunnels.org.uk/

The Israeli companies unveiled their joint intelligence-gathering UAV at the 

Eurosatory exhibition in Paris. In the context of this cooperative effort, the 

Orbiter-3 UAV by Aeronautics carries the SigInt systems by Verint. Amir 

Rapaport reports from Paris    https://israeldefense.co.il/en/node/34581



CELLULAR DATA SECURITY 

photo: http://www.portsdown-tunnels.org.uk/

The At MILIPOL 
2017, ECA 
Group, 
unveiled the 
IMSI-Catcher 
signal 
intelligence 
module for its 
UAV IT180 
mini-drone. A 
tool in the 
fight against 
terrorism.

https://www.armyr
ecognition.com/mil
ipol_paris_2017_ne
ws_online_show_d
aily/milipol_2017_e
ca_group_uav_it18
0_gets_new_sigint
_payload.html

https://www.armyrecognition.com/french_france_defence_industry_company_uk/eca_group_robotics_automated_systems_simulation_ugv_uav_france.html
https://www.armyrecognition.com/french_france_defence_industry_company_uk/eca_group_robotics_automated_systems_simulation_ugv_uav_france.html


CHINESE PLA BALLOON HAP SECURITY 

photo: http://www.portsdown-tunnels.org.uk/

A US defense official said the balloon is the size of several buses - but doesn't post an 

immediate threat to Americans.
https://www.dailymail.co.uk/news/article-11712125/Explosion-sky-Billings-Montana-Chinese-balloon-spotted-U-S-
airspace.html



GLOBAL EXPERIMENTAL BALLOON (HAP) 

SECURITY 

photo: http://www.portsdown-tunnels.org.uk/

Weighs only 1.8g and measurer just 33.0 x 12.7mm!

https://qrp-labs.com/u4b.html



DEDICATED TO THE HEROS AND HEROINES OF 
INTELLIGENCE OPERATIONS 
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THE SARNOFF COLLECTION
WELCOME!  Check for Hours

https://davidsarnoff.tcnj.edu/visi
t
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