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Introduction

s Business use of the Public Cloud
i The Threat of Data Loss / Compromise
s Use Cases & Abuse Cases

s Private Resources Provide Protection

i ownCloud as one alternative
i Example
i Quick Start
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NThe Cl|l oud?25o

sNThe Cloudo = Your dat a
servers
sAPubli ¢ Cloudo = Servi c

general public, at low / no cost, with non-
negotiated terms of service & privacy policies

s Not to be confused with contracted cloud
services (e.g., AWS, Azure)
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Advantages of the Public Cloud

s Legitimate business need to store / move data

i Multiple work locations
i Multiple devices, including BYOD
i Collaboration

s Ubiquitous, easy-to-u s e, and nfree
s Multi-platform support
s NO worries about lost flash drives
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Public Cloud Providers

s Lots of people have one, or more than one
s Google Drive, Dropbox, OneDrive, ICloud...

s Of ten nNfreeo

i (If it's free, are you the customer, or the
product?)

s Accounts often created for personal use, but
repurposed for business use
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Use (abuse?) Case

s Bob creates a Dropbox account for personal
use

s Bob shares folders with friends & family, and
shares his password with Alice

s Bob uses the Dropbox account to sync
business documents between his laptop, and
his tablet

s Business data may now be exposed
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Use (abuse?) Case #2

s Carol creates a Google Drive account for her
Business Development department

s She shares folders with her staff, including
Dave

s Dave leaves the company, IT deletes his
accounts, but does not know about the
Business Development Google Drive account

s Dave can still access Carol's shared folders
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Hackers for Hire
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Find professional hackers for hire

People need professional hackers for hire. So, we connect people who need
professional hackers 1o professional hackers for hire around the world. Safe, fast
and secure Learn how it works.,

Hire the RIGHT hacker.
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Hackers wor ki ng I

s1 Cl oud nNnnaked cel ebrity
i Brute force, weak passwords, security Qs

s 5 million Gmail address / password pairs
i Validity not clear

s Dropbox credential dump
i Denied by dropbox

s Credential re-use aggravates the threat
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Data Security Questions

s What are the security requirements for the
data?

i Company confidential, proprietary
i Customer data: HIPAA, FERPA, financial
i Business partner data

i Internal compartmentalized (e.g., HR, audit)

s Not all datasets require the same level of
security
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Public Cloud Weaknesses

s Personal accounts lack BPA, are not acceptable
for HIPAA, FERPA protected data

s Co-mingling personal and business use on the
same account promotes data loss

s Automated password recovery processes are
highly vulnerable

s 1he big public cloud providers are hacker
magnets
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If You Must...

s Evaluate your security requirements
s Don't re-purpose personal accounts
s Don't use your personal credentials

i E-malil addresses
i Passwords

N\

s Avol d ndi scover abl eo an
guestions

s Review access frequently

' oo, Copyright 2015 by Joseph Levy 12



Use Case T Proposal Team

s E d of ABC, | nc . , want s

s Ed gets consultants Felicity, George, and
Heather to work on the proposal

s ABC, Inc., needs to provide collaboration
facilities, while limiting Felicity, George, and
Heather's access to ABC's proprietary data

s Ed needs a fast solution
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Use Case 1 Startup IPO

s A startup, DEF, Inc., is quietly getting ready to
go public

s Core group of executives, attorneys, and
iInvestment bankers are preparing financial
statements and filings

s Work-In-progress very closely held, secret even
from other employees
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Use Case 1 Revolutionaries

s Tom, Ben, and John are plotting to overthrow a
tyrant, and institute new government

s Secure storage & collaboration facilities

required for reference material, working papers,
resolutions

s Data compromise might mean death by hanging
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Meeting the Need

s Requirements
i Business
i Security
s Develop
i Facilities
i Procedures
i Training
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Secured Facilities

Co
& ser\

O«

One size
all

O«

s ownCloud Is
solution
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What is ownCloud?

s Server data storage, file sync, collaboration
apps
i Written in PHP
i Runs in a LAMP stack (or on Windows server)
s Scalable In operation

i Supports external data stores, optionally
encrypted

s Scalable for evaluation, deployment
i Open Source AGPL or Enterprise
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ownCloud Screen Shots

s From my private server, behind my firewall

s ownCloud 7 pre-built appliance
i OpenSUSE Linux
i Old, low-end PC, re-purposed
s New user group created for illustration
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Login

B crember

ownCloud - web services under your control
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+ Add Group Groups Create

Everyone

adamsj John Adams congress Default
CONgress
adamss Samuel Adams congress Default
bartlettj Josiah Bartlett congress Default
chases Samuel Chase congress Default
clarka Abraham Clark congress Default
floydw William Floyd congress Default
franklinb Ben Franklin congress Default
halll Lyman Hall congress Default
harrisonb Benjamin Harrison congress Default
hartj John Hart congress Default
hopkinsonf Francis Hopkinson congress Default
hopkinss Stephen Hopkins congress Default
jeffersont Thomas Jefferson congress Default
leerh Richard Henry Lee congress Default
morrisr Robert Morris congress Default
mortonj John Morton congress Default
rodneyc Caesar Rodney congress Default
rushb Benjamin Rush congress Default

stocktonr Richard Stockton congress Default

hi
hi
b
b
b
b
b
b
b
b
b
b
hi
b
b
hi
hi
b
hi
hi

witherspoonj Jonathan Witherspoon congress Default
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Thomas Paine

b L "These are the times that try men’s souls”

Common Sense
By Thomas Paine

of Mankind

, their Affectior e intere y es with Fire and Sward
natural rights of all Man| ef
ry Man to whom Mature
AUTHOR

hat none
. Who the Author
TRINE ITSELF, not
nd under no sort of

Philadelphia, February 14, 1776

Of the Origin and Design of Government in General, with Concise Remarks on the
English Constitution

o leave little or no di
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EDof Liverty

List of Injur

«§ Share %= Format v B ] U § Liberation Serif Default Style

He has refused his assent to laws, the most wholesome and necessary for the public good.

He has forbidden his governors to pass laws of immediate and pressing importance, unless suspended in
their operation till his assent should be obtained; and, when so suspended, he has utterly neglected to
attend to them.

He has refused tofiass other laws for the accommodation of large districts of people, unless those people
would relinquisp/the right of representation in the legislature, a right inestimable to them, and formidable to
tyrants only.

He has|

He has called together legislative bodies at places unusual uncomfortable, and distant from the depository
of their public records, for the sole purpose of fatiguing them into compliance with his measures.

He has dissolved representative houses repeatedly, for opposing, with manly firmness, his invasions on the
rights of the people.

He has refused for a long time, after such dissolutions, to cause others to be elected; whereby the
legislative powers, incapable of annihilation, have returned to the people at large for their exercise; the state
remaining, in the mean time, exposed to all the dangers of invasions from without and convulsions within.
He has endeavored to prevent the population of these states; for that purpose obstructing the laws for
naturalization of foreigners; refusing to pass others to encourage their migration hither, and raising the
conditions of new appropriations of lands.

He has obstructed the administration of justice, by refusing his assent to laws for establishing judiciary
pOwers.

He has made judges dependent on his will alone, for the tenure of their offices, and the amount and
payment of their salaries.

He has erected a multitude of new offices, and sent hither swarms of officers to harass our people and eat
out their substance.

He has kept among us, in times of peace, standing armies, without the consent of our legislatures.
He has affected to render the military independent of, and superior to, the civil power.

He has combined with others to subject us to a jurisdiction foreign to our Constitution and
unacknowledged by our laws, giving his assent to their acts of pretended legislation:

For quartering large bodies of armed troops among us;
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